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A B S T R A C T

The rapid increase in the number of equipment connected to different networks
in the world has led to the development of diverse and new applications in the
Internet of Things, which often use the current network infrastructure. In other
words, force the network administrator to implement complex network policies
manually. Due to this significant growth of equipment and the increase in the
complexity of traditional network configuration, software-defined networks
(SDN) integrate and facilitate network management by separating the control
and data layers from each other and creating network rules in the data layer.
For these facilities, these networks appear to be a good infrastructure for IoT
networks, which will enable network programming to develop new and more
efficient services to meet real needs. In addition, the variety of IoT equipment
can increase complex and inconsistent network rules in SDN-based switches,
making network management difficult. Accordingly, in this paper, we will
try to model the behavior of anomaly rules distributed in software-defined
networks such as FTD, FBF, and irrelevant anomalies that have been created
by different apps in the Internet of Things. It can identify their relationship
with other rules in the network and avoid registering them.

1 Introduction
The Internet of Things has been able to have a wide
range of applications in areas such as medicine, eco-
nomics, sports, etc., due to the managed communica-
tion established between communication equipment
and devices [1]. Furthermore, the increasing growth
of IoT-related equipment, devices, and various manu-
facturers and suppliers have complicated the proper
configuration and made it difficult to maintain these
networks [2]. Under such circumstances, and because
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of the benefits that software-defined networks offer,
researchers seek to use them to configure devices used
in the Internet of Things and build the infrastructure
of IoT networks based on software-defined networks
[3]. Software-defined networks, separate control and
data layers and try to control the network centrally
[4]. In these networks, the network switches that will
be placed in the data layer are only responsible for
sending network packets. The packets have been sent
according to the tables that are completed by the net-
work controller [5]. When a new packet is received
from a node on the network in one of the software-
defined switches, the packet information is sent to
the network controller in the control layer [6]. It gen-
erates flow rules according to the policies and algo-
rithms that the network administrator has already
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added to it [7]. These rules are sent to the data layer
switches to make the appropriate decision and deter-
mine the switch’s response to the received packet [8].
Software-defined networks have made it more acces-
sible to configure network equipment by separating
control and data layers, using high-level algorithms or
technologies such as artificial intelligence [9]. When
the Internet of Things platform is provided using
software-defined networks, you can take advantage
of this and experience centralized and easier manage-
ment despite the various objects and programs in this
network [10].

On the other hand, in software-defined networks,
when the variety of programs and policies increase
in the network, they will submit rules that may con-
tradict each other resulting in a phenomenon called
anomaly in flow tables [11]. These inconsistencies,
which can be cases such as conflict, repetition, etc.,
lead to issues like reduced network quality or viola-
tion of network policies [12]. For this reason, any rules
defined in the software networks when registering in
the network switches must be checked for compatibil-
ity with other existing rules (absence of anomalies) to
be allowed to spread at the network level.

Despite the various research that has been done
in this field, discussion about detecting distributed
anomalies in the whole network is a topic that has
been hidden from vision. In this article, we will try to
catch them by presenting a method. The major con-
tributions of the paper can be summarized as follows:
• Mathematical modeling of rules anomalies to ex-

plain and detect more accurately,
• Presenting an algorithm to detect anomalies in

a centralized flow table,
• Providing a solution for the detection of dis-

tributed rule anomalies in software-defined net-
works,
• Implementation of proposed algorithms and re-

view of the obtained results.
Therefore, in the second part of this paper, we will de-
scribe the work done in the field of detecting anoma-
lies within flow tables. The third section is devoted to
the mathematical expression of the types of anoma-
lies within a flow table and in a distributed form too.
The fourth section presents two algorithms for detect-
ing distributed and centralized anomalies. Finally, in
the sixth section, the evaluation and application of
the mentioned method in the practical environment
will be shown.

2 Related Works
The problem of detecting anomalies in software-
defined networks is an important and sometimes
complex issue. It has been raised since the middle of
the introduction of these networks and at the same
time with the beginning of their use in practical en-
vironments. This issue became quite apparent when
it was suggested that they were used in Internet
of Things (IoT) platforms. For this reason, various
researches have been done on the detection of anoma-
lies in the flow tables of software-defined networks
over the years;

FortNOX provides a method for authentication
of various components in software-defined networks
based on the NOX controller, and at the same time,
prioritizes the different parts that were considered a
part of the Internet of Things (IoT) [13]. The solu-
tion offered in FortNOX is a centralized solution so
that the rules in FortNOX are protected [13]. When
there is a conflict between the existing rules written
by the network administrator in the FortNOX sys-
tem and the new rules detected using an algorithm
called Alias Set Rule Reduction if the inconsistent
rule comes from outside FortNOX, it will be rejected,
and if it is inside the FortNOX system, by looking at
the priority of the current rule maker and the priority
of the owner of the new rule, a rule that has a higher
priority than another one will be registered [13].

VeriFlow sits between network controllers and
switches and uses the network’s graph to receive
the rule’s effects before registering the rule on the
switches and creates a rule that is consistent with
network policies in terms of security and privacy
[14]. Although VeriFlow’s primary goal is to process
conflicting rules in real time, other anomalies are not
considered in this study [14].

Tsogbaatar et al. propose a novel ensemble learn-
ing model for IoT anomaly detection using software-
defined networks (SDN) [15]. They use a deep auto-
encoder to extract handy features for stacking into
an ensemble learning model [15]. The learned model
is deployed in the SDN controller to detect anoma-
lies or dynamic attacks in IoT by addressing the class
imbalance problem [15].

AuYoung et al. have developed a method for detect-
ing only conflicts by voting between different apps
(application layer programs) in software-defined net-
works [16]. In this method, various apps vote to reg-
ister or delete the inconsistent rule [16]. One of the
most critical features of this method is the existence
of two parameters called precision and parity for the
effect of each application’s vote on the fate of the rule,
which can be different for each element in each period
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and in relation to each packet [16]. Based on these
two variables, voting is taken on the desired rule; if it
reaches the quorum, it votes to register it [16].

FlowChecker is a mechanism for detecting coher-
ence between switches and network controllers [17].
It determines the correctness of rules according to
the applied protocol and resolves security problems
of software-defined networks [17]. This system con-
sists of two parts, Flow Visor and Flow Checker, in
which Flow Visor is responsible for taking commands
and monitoring them to send to Flow Checker. It can
detect the coherence of rules between the data layer
and the controller policies based on the mechanisms
implemented in it [17].

The tree structure is one of the items used in the
most priority-oriented problems and can implement
network priorities by using its hierarchical form [18].
HFT is a method based on modeling network compo-
nents in the form of a tree, which will increase the re-
lationship between the rules by moving to the leaves
of the tree [18]. When the algorithm realizes a conflict
between the rules of two siblings, the strategy that
the network administrator has considered to resolve
it will be used [18]. In the continuing of this research,
PANE corrects the detection of inconsistencies in the
tree by providing a method that leads to the sharing
of the tree throughout the network [18].

Anomalies in flow tables are not limited to the type
of conflict and can be in other types as well. In ad-
dition to identifying conflict anomalies, Wang et al.
Have attempted to model other classes of anomalies,
such as redundancy or shadowing, and have used this
model to identify and correct these anomalies [12].

In [19], Zhang et al. constructed the relationship
tree between the rules in the flow tables. If a rule is
added, deleted, or changed, the tree is searched for
possible inconsistencies. In this way, in addition to
saving time for all the rules in the network at the
time of registering the rules, it also consumes some
memory to build the relationship tree, which can also
be another point of discussion.

As mentioned, there are many methods for detect-
ing anomalies in software-defined networks that have
entirely focused on detecting anomalies within a flow
table and have somehow abandoned the detection of
distributed anomalies within a network. In [20] pre-
liminarily, distributed anomalies in software-defined
networks were detected. An issue that this article com-
pletes and identifies distributed anomalies more com-
prehensively and quickly.

In [21], a technique called RuleOut is introduced
to prevent SDN forwarding anomalies without using
probe packets or packet traces. The approach adds

unique tags to matching fields of dependent rules to
ensure that a packet matches at most one rule on a
switch. Rule disambiguation is implemented through
source routing with efficient algorithms and optimiza-
tion techniques. However, the authors do not mention
how other inconsistencies are detected.

In this paper, we propose an algorithm to detect
centralized and distributed rule anomalies for a given
set of rules. First, try to model the types of centralized
and distributed anomalies throughout the network
and then use these models, to detect inconsistencies
in the centralized (a flow table) and distributed (in
several network switches) environment.

3 Modeling Anomalies in Flow Tables
In this section, the types of anomalies and their math-
ematical modeling will be introduced. In Table 1 the
list of used symbols is inserted.

Table 1. List of Used Symbols.

Symbol Description

Rx Rule number x

m The matching pattern of a rule

a The action of a rule

p Priority of a rule

M(Rx)
Function for getting the

matching pattern of rule Rx

A(Rx)
Function for getting action of the

rule Rx

P (Rx)
Function for getting priorities of

rule Rx

Among the anomalies introduced, the first three
types are specific to centralized flow tables, and the
last two types are dedicated to anomalies distributed
over the entire network.

It should be noted that in the following relations,
Rx means a rule of number x, m represents the match-
ing field, a represents the predicted operation (action),
and p represents the priority of each rule, which can
be defined as follows:

Rx = {m, a, p} (1)

m = M(Rx), a = A(Rx), p = P (Rx) (2)
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3.1 Redundancy

In this type of anomaly, all the rules’ components
are somehow equal to each other [12]. It should be
noted that equality in the match pattern means that
the entire interval covered by one rule is covered by
another:

∃i, j : M(Ri) = M(Rj), P (Ri) = P (Rj), A(Ri) = A(Rj)
(3)

3.2 Correlation

A correlation anomaly is formed between two rules
whose matching pattern is not the same but covers
parts of each other [12]. Furthermore, the actions
provided for each rule are different and, in some
cases, contradict each other. A notable example of
this anomaly is called conflict:

∃i, j : M(Ri) ⊂M(Rj), A(Ri) ̸= A(Rj) (4)

3.3 Generalization

In this type of anomaly, the rules are recorded in such
a way that the matching patterns of one of them com-
pletely cover the other, and the predicted actions are
the same for both [12]:

∃i, j : M(Ri) ⊂M(Rj), Rx(P ) > Ry(P ), A(Ri) = A(Rj)
(5)

3.4 FBF

Assume that the addition operator means the effect
of all operations predicted for existing rules [22]. If
the sum of all these operations is equal to the last
operation, then FBF anomaly will occur:

∃i1, . . . , in : {A(Ri1) + · · ·+A(Rin)} ≡ A(Rin) (6)

3.5 FTD

This anomaly is formed if the effects of a series of
rules on a packet lead to dropping it [22]:

∃i1, . . . , in : {A(Ri1) + · · ·+A(Rin)} ≡ DROP (7)

3.6 Irrelevant

An irrelevant anomaly will occur if a rule is sent for
registration in a particular switch while no traffic
based on it reaches the target switch. In other words,
if i and j are related to each other [22]:

∄i : A(Ri) ≡ Rj (8)

4 Proposed Method
To solve the problem studied in this paper and iden-
tify the anomalies in the flow tables, the anomalies
are divided into three parts. They are described sep-
arately:
• Centralized within a table.
• Distributed throughout the network.
Algorithm. 1 shows the pseudo-code of the pro-

posed algorithm for detecting centralized anomalies
within a flow table. At first, the algorithm tries to sep-
arate the variables in the matching pattern and then
uses these parameters to obtain the relationship be-
tween them. After that, the type of possible anoma-
lies is identified based on the cases extracted from the
new rule and the relationships described in the previ-
ous section.

In the second part, the proposed method identi-
fies distributed anomalies in the software-defined net-
work. As shown in Fig. 1, the algorithm must first dis-
cover the relationships between the switches within
the network, called topology. Using the tools provided
by the controller, this algorithm can be activated
when the switch or a communication link is added or
removed. This is the first and most important part of
the algorithm due to the importance of how switches
are arranged in the network and their role in identi-
fying anomalies. Due to this high sensitivity, the net-
work topology detection process is activated and the
database of this section is updated whenever there is
a change in the network topology, whether deleting
or adding a communication link or a switch in the
network.

In the next step, to reduce the time of reviewing
the rules from each other using the method of media-
tion of each rule recorded in the flow table, a sample
will be selected to check the relationship between the
rules of network switches each other using this rule.
For this purpose, in this research, by considering the
beginning and end of the interval specified by the rule,
the middle value of the interval is determined and by
using it, we can check the reaction of other switches
to the rule. For example, if the rule we are research-
ing includes IP addresses 1.1.1.1 to 1.1.1.10, the
IP address 1.1.1.5 is considered a representative of
this rule, and the response of the other switches to it
is estimated. In this way, we can avoid over-reviewing
the entire range specified in the law and improve the
speed of review and detection of the algorithm.

In the next step, Fig. 2 and 3 show a flowchart,
and Algorithm. 2 displays pseudo-code to detect dis-
tributed anomalies. According to those Figures when
a new rule is registered in one of the network switches,
the proposed program generates a sample packet for
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Algorithm 1 Pseudo-code of the Proposed Method
for Detecting Centralized Anomalies

1: procedure Detection(R, RuleSet)
2: relation← unknown
3: anomaly← false
4: Mx ←M(RuleSet[x])
5: My ←M(R)
6: for all variables k in M do
7: if Mx[k] ⊇My[k] then
8: if relation ∈
{”superset”, ”correlated”} then

9: relation← correlated
10: else
11: relation← subset
12: end if
13: else if Mx[k] ⊂My[k] then
14: if relation ∈ {”subset”, ”correlated”}

then
15: relation← correlated
16: else
17: relation← superset
18: end if
19: else
20: return Disjoint
21: end if
22: end for
23: Ax ← A(RuleSet[x])
24: Ay ← A(R)
25: if Ax = Ay then
26: return Redundancy
27: else
28: if relation = ”superset” then
29: return Shadowing
30: else if relation = ”subset” then
31: return General
32: else if relation = ”correlated” then
33: return Correlation
34: end if
35: end if
36: end procedure

the new rule. Then, the proposed algorithm assumes
that the new rule is registered. The route of the new
traffic will be determined. Specifying the route will
lead to identifying the final destination and predicted
operation of packets and can help detect anomalies.

If the expected response to the desired traffic on the
next switch is to delete the packet, the network rules
will be recorded in such a way that the corresponding
packets will be destroyed after consuming the network
resources. In this way, a special type of distributed
inconsistency called FTD will be observed, which the
algorithm expressed in Algorithm. 3 will obtain using
the topology and examine the relationships of the net-
work switches, and the result will be notified to the

Start

Is a switch add to or remove 
from network?

Is a link add to or remove from 
network?

Update tolopogy

Waii for network 
change

No

Yes
Yes

No

Figure 1. Topology Discovery Flowchart

user or application requesting to register the rule.
Sometimes the rules of the network are set in such

a way that packets generated by a host are continu-
ously transmitted in the network loop and finally dis-
carded when the packet TTL expires. In these cases,
the proposed program will perform actions such as
substituting the role of switches in the algorithm and
performing the previous steps again, the address of
each switch in the network that is checked during pro-
gram execution is recorded. If one of the switches is
seen twice, in fact, this network contains a loop that,
if not identified, can lead to high network resource
consumption. Furthermore, similar to the operation
performed to detect FTD anomalies, this time to de-
tect irrelevant anomalies, all the paths connected to
the switch will be examined and the occurrence of the
desired inconsistency will be feasible. If there is no
rule in the neighboring switches of the device to send
this traffic to the target switch, or in other words,
it is not possible to receive the desired traffic to the
switch, an irrelevant anomaly will occur.

5 Evaluation
The evaluation of the proposed algorithm is per-
formed using the Mininet simulator and on the Linux
operating system with fedora distribution and 2 GBs
of main memory, which is based on the Ryu controller.
To facilitate the evaluation of the proposed method,
two inconsistency detection algorithms are separated
and compared in a centralized and distributed flow
table. First, the algorithm for detecting centralized
anomalies within a flow table will be evaluated using
the following method.

According to typical methods for evaluating algo-
rithms, three sets of rules are executed as inputs in the
algorithm. The processing time of the algorithm can
be checked for the three worst, average, and best input
states [21]. Fig. 4 shows the processing time of the al-
gorithm for these three sets of rules mentioned in [22].
Also, to better evaluate the proposed algorithm with
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Figure 2. Flowchart of the Proposed Method for Detecting Distributed Anomalies
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Figure 3. Flowchart of the Proposed Method for Detecting
Irrelevant Anomalies

similar examples, the average state comparison dia-
gram of this algorithm with the method proposed by
Wang et al. [12] and RuleOut-Algorithm [19] is shown
in Fig. 5. As can be seen in Fig. 5, in the same case be-
tween the two methods, the proposed algorithm has
a shorter execution time than the Wang algorithm.
In the other case, the evaluation of the detection al-
gorithm in the distributed mode is performed by a
network consisting of thirty switches and 100 hosts
connected in the form of a tree similar to Fig. 6. Ac-
cording to Fig. 6, five switches are connected to each
of the first layer switches, and finally, four hosts will
be connected to each of these switches. To evaluate
the method of detecting distributed anomalies, it was
tried to consider rules with various path lengths and
different states, Fig. 7 shows a comparison diagram of

the number of existing distributed anomalies and the
number of anomalies detected by the proposed algo-
rithm, according to the use of the mediation technique
discussed in the previous section, a sample packet of
the rule is considered and the reaction of the other
switches in the network will be examined. For this
reason, some of the anomalies placed in the flow ta-
ble inside the switches will not be covered, which will
be reduced by using intelligence and including other
parameters in the sample packet selection algorithm
of the desired rule.
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Figure 4. The Time Spent in the Proposed Algorithm in
Terms of the Number of Rules Registered for Various Anoma-
lies Cases.

Accordingly, the accuracy and recall of the pro-
posed algorithm for the specified data set are shown
in Fig. 8. Therefore, based on the conceptual analysis
of the proposed algorithm in the centralized and dis-
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Algorithm 2 Detection Algorithm
1: procedure Detection Algo-

rithm(R, SwitchID)
2: anomaly← none
3: Check(R, SwitchID)
4: end procedure
5: procedure Check(R, SwitchID)
6: sample← SelectASample(R)
7: CheckFBFAndFTD(sample, SwitchID)
8: end procedure
9: Global Static SetofSwitches

10: procedure CheckFB-
FAndFTD(SamplePacket, SwitchID)

11: if SwitchID is in SetofSwitches then
12: anomaly← FBF
13: end if
14: if A(SamplePacket) == FORWARD then
15: nextDevice ←

CalculateNextDevice(SamplePacket)
16: if nextDevice is Switch then
17: SetofSwitches.add(SwitchID)
18: CheckFB-

FAndFTD(SamplePacket, nextDevice)
19: else
20: continue
21: end if
22: end if
23: if A(SamplePacket) == DROP then
24: if SetofSwitches.contain(SwitchID) then
25: anomaly← FTD
26: else
27: continue
28: end if
29: end if
30: end procedure
31: return anomaly

Algorithm 3 Check Irrelevant Algorithm
1: procedure CheckIrrele-

vant(SamplePacket, Switchid)
2: anomaly← Irrelevant
3: prevDevices ←

CalculatePrevDevice(SamplePacket)
4: for switch in prevDevices do
5: if switch has a rule to forward M to SwitchID

then
6: anomaly← none
7: break
8: end if
9: end for

10: return anomaly
11: end procedure

0

5

10

15

20

25

50 75 100 125 150

ms

Number of rules recorded in the flow table

Wang et al. Algorithm Proposed Algorithm

RuleOut-Algorithm

Figure 5. Comparison of the Execution Time of the Proposed
Algorithm with the Algorithm of Wang et al. for a Set of an
Average Number of Anomalies.
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Figure 7. Comparison of Detected Distributed Anomalies
with the Total Number of Distributed Network Anomalies.

tributed parts, in the worst case, we will have the time
complexity of O(n2) and O(Sn), respectively, where
S represents the number of switches in the network
and n represents the average number of rules in each
switch.

A noteworthy point in evaluating this algorithm
is the relationship between path lengths and detec-
tion time of the proposed algorithm. The number
of anomalies in the flow tables is an issue that will
have an impact far less than the length of paths pre-
dicted for packets. For this reason, in evaluating this
algorithm, by increasing the number of rules in the
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flow table, paths with longer lengths are created and
sent to the proposed program. Therefore, increasing
the length of traversed paths will increase the time
required for processing by the proposed algorithm.
Fig. 9 shows it. It should be noted that due to the re-
cursive nature of the algorithm, the amount of time
spent in the proposed algorithm depends on param-
eters such as the order of rules registration, the way
the network is connected, how the rules are registered,
etc. In addition, due to the parallel implementation
of the FTD and FBF detection algorithm with the
irrelevant detection algorithm and due to the longer
execution time of the first two distributed anomaly
detection algorithms, the entire execution time of the
detection process is equal to the execution time of
detecting FTD and FBF anomalies. In other words,
with the addition of the irrelevant anomaly detection
algorithm, almost no time will be added to the dura-
tion of the detection algorithm.
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Figure 9. Consumption time of the proposed algorithm for
detecting distributed anomalies.

6 Conclusions and Future Works
In this article, we have tried to identify anomalies in
the Internet of Things based on software-defined net-
works using mathematical modeling to prevent such
anomalies before entering the network and applying
rules to it. First, the anomalies were expressed cen-
trally within a flow table and distributed within sev-
eral flow tables. To better understand the problem,

their mathematical form was determined, and conse-
quently, the two parts of the detection algorithm for
centralized and distributed anomalies were described.
Finally, a comparison of the proposed algorithm with
similar examples is performed to be able to accurately
assess the time required to detect centralized and dis-
tributed anomalies and determine how much it im-
proves compared to other methods.

To determine the components of this research that
can be continued in the future, two cases of process-
ing time of the detection algorithm and how to correct
the detected anomalies will be among the basic areas.
In most networks today, time alone is one of the basic
and important factors and the more this component
reaches its minimum in optimization algorithms such
as anomaly detection, can attract more and more ex-
perts. On the other hand, how to correct anomalies is
another issue that, if not addressed properly, cannot
complete the process of detecting anomalies.
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