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Abstract:

Streaming data has been evolved in a dynamically changing and evolving
environment. Therefore, concept drift or changing the underlying distribution of
data over time is considered as an important challenge in processing this type of
data. Moreover, concept drift affects the performance of anomaly detection process.
The problem of anomaly detection in streaming data is applied to many important
applications, for instance, intrusion detection in computer networks or traffic
management in the road networks. In recent years, some tensor decomposition
based approaches have been presented that track the main pattern or subspace of
data in an online manner and adapt the learner with probabilistic changes
continuously in all time-intervals by using an implicit strategy. We propose an
online approach that detects the concept drift in an explicit manner. Moreover, the
learner has been adapted with drift and changes only in their occurrences using
informed strategy. Evaluation of the proposed method is performed with real
datasets. Analysis of the obtained results confirms the promising performance of
the proposed method in terms of learning and detection.
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Peak Detection Procedure
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Input signal

Trigger=0
If t>lag

Calculating z, for Signal

If obtained z, >threshold
Trigger=1

End if

Calculate s;

Calculating new mean and variance
End if

Output: Trigger

according to equation (3)

according to equation (5)

according to equation (4)

b pllis o2, K1) S

Anomaly Detection Procedure
Input V,,8

Apply Zscore on vectorized V;
For each element of V,

" Zscore(V[t],,) >0

end if
end for

Output: list of anomalous edges

the connected edge between | and w is returned as anomalous
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Informed Adaptive Robust Online Subspace Tracking

{Yt}:il/u'ﬂ‘l’ﬂ?

Input:

nitaize: {a[o].b[0].C[0], A0}, C[o]} v [0]=0,(RA [0]) * =(RC, [0]) * =717 >0

For t=1,2,.... Do
Calculating b[t], V[t], A[t]’, C[t]’ according to [21]

Drift Detection and adaptation

SignalA[t]= €, 1-norm of A’
SignalC[t]= £, ;-norm of C’
Apply peak detection procedure on SignalA (Monitoring A’) and return triggerA
Apply peak detection procedure on SignalC (Monitoring C”) and return triggerC
If triggerA or terrigerC=1
Current time point is returned as drift
Adaptation is performed by updating the main subspace A and C
%( calculating A and C according to appendix)
End if

Anomaly Detection

SignalV[t]= £,-norm of V
Apply peak detection procedure on SignalV (Monitoring V)
If trigger=1
Call anomaly detection procedure
End if
End for
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