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The security of Implantable Medical Devices (IMDs) is of paramount
importance, as unauthorized access can lead to life-threatening consequences.
Electrocardiogram (ECG) signals present a promising biometric modality for
authentication due to their inherent uniqueness and capability for liveness
detection capability. However, wireless ECG-based systems are vulnerable
to relay attacks, necessitating robust proximity verification. This study
proposes a novel, integrated authentication framework that addresses both
user identification and physical proximity. We enhance the established
Access Control for Implantable Medical Devices (ACIMD) distance-bounding
protocol by incorporating a fine-tuned VGG16 deep convolutional neural
network to achieve high-accuracy ECG biometric verification. The system
was rigorously evaluated using the MIT-BIH Arrhythmia Database. The
integrated model achieved an overall authentication accuracy of 99.45%,
surpassing the baseline ACIMD protocol accuracy of 97.82%. This represents
an average improvement of 1.63% across various physical distance thresholds.
Although integrating VGG16 increased the total authentication time from
0.0113 s to 0.0437 s, this remains well within acceptable limits for real-time
medical applications. Crucially, we provide new evidence for improved system
reliability, demonstrating superior robustness against signal noise compared to
the baseline. The proposed system effectively balances high biometric fidelity
with stringent physical-layer security, offering a comprehensive solution for
secure remote authentication in critical applications such as IMDs.

1 Introduction

Authentication plays a critical role in defending mod-
ern systems, particularly for critical infrastructure
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such as Implantable Medical Devices (IMDs). A ro-
bust authentication mechanism must balance accuracy,
speed, and security [1]. Biometric approaches—such
as those using fingerprints, irises, and Electrocardio-
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gram (ECG) signals—are noted for their complexity
and resistance to forgery, as they are inherent to living
users. Among these, ECG signals represent a unique
biometric descriptor with significant potential due to
their inherent qualities of uniqueness, stability, and
ability to confirm liveness.

Advances in telemetry have enabled the wireless
monitoring of ECG signals, eliminating the need for
physical connections during authentication. In such
a paradigm, an implant or wearable device measures
the user’s ECG and transmits it wirelessly. The live
signal is then compared against a stored template for
verification [2]. A primary security concern in this
wireless setting is ensuring the signal originates from
a legitimate user in close physical proximity. Without
this guarantee, an attacker could relay signals from
an authorized user located elsewhere [3]. To mitigate
such relay and man-in-the-middle attacks, Distance
Bounding (DB) protocols are essential. These proto-
cols verify physical proximity by precisely measuring
the round-trip time (RTT) of cryptographic challenge-
response exchanges [4].

Designing security solutions for IMDs must also ac-
count for severe resource constraints, including limited
battery life and computational power. While asym-
metric cryptography provides strong security guaran-
tees, its high computational cost can detrimentally
impact device longevity. Consequently, lightweight
symmetric cryptographic solutions are often preferred,
despite key distribution challenges. Protocols such
as ACIMD (Access Control for Implantable Medical
Devices) have been developed to provide both authen-
tication and proximity verification while minimizing
computational and communication overhead [5].

Concurrently, deep learning models, particularly
Convolutional Neural Networks (CNNs), have demon-
strated remarkable success in processing ECG signals
for biometric identification. The VGG16 architecture,
a well-known deep CNN;, has proven highly effective in
extracting hierarchical features from images. By trans-
forming 1D ECG signals into 2D time-frequency repre-
sentations (e.g., spectrograms), the VGG16 model can
be adapted to achieve high accuracy in ECG-based
authentication [6]. However, its integration into a com-
plete, proximity-aware security framework combining
biometric verification with a formal distance-bounding
protocol remains an unexplored area.

Recent advancements continue to address both com-
putational efficiency and security in ECG authenti-
cation and proximity verification systems. Thite and
Jagtap (2025) showcased the capabilities of enhanced
deep neural architectures with a Reinforced VGG-16
framework for complex ECG pattern classification [7].
Al Alfi et al. (2025) developed a real-time biometric
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Figure 1. The Structure of the VGG16 Model (conv: convo-
lutional layers, fc: fully connected layers)[6].

authentication framework that merges Graph Convo-
lutional Networks (GCN) with Mutual Information
indices to capture subtle patterns in ECG signals,
enhancing robustness against evolving cybersecurity
threats and providing higher adaptability [8]. Dong
et al. (2025) introduced a multi-modal pretraining
scheme for ECG authentication that remains highly
accurate and stable even in open-set, real-world sce-
narios, significantly improving system reliability and
minimizing false accept rates [9]. Qin et al. (2025)
built on the Gramian Angular Field (GAF) method-
ology by proposing GAF-FusionNet, a multimodal
ECG classification network that seamlessly combines
time-series and image-based information for improved
diagnostic precision, achieving leading accuracy across
diverse datasets [10]. Mageshbabu and Mohana (2024)
developed a lightweight machine learning model, di-
rectly addressing the critical trade-off between secu-
rity and resource consumption in IMDs [3]. Camara
et al. (2023) achieved remarkable accuracy by convert-
ing ECG signals into Gramian Angular Field (GAF)
images and utilizing a customized ResNet architec-
ture [11]. This highlights the trend towards using
complex, image-based deep learning models for high-
accuracy identification. Jiang et al. (2022) introduced
a lightweight 1D-CNN for ECG authentication, fo-
cusing on computational efficiency [12]. While their
model achieved high accuracy, it lacked an integrated,
explicit security mechanism for proximity verifica-
tion, representing a significant gap in developing a
holistic security solution. Ding et al. (2025) further
broadened ECG biometric capabilities by integrating
phonocardiogram signals for multi-class heart con-
dition classification, underscoring the trend toward
multi-sensor fusion and deep learning in healthcare
authentication [13]. In proximity verification, Ye et al.
(2025) performed a comprehensive formal verification
of physical layer security protocols, demonstrating
the effectiveness of watermarked and jammed solu-
tions in safeguarding authentication and session key
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derivation against both passive and active adversaries,
using advanced formal modeling techniques for rig-
orous assurance [14]. Nkrow et al. (2024) discussed
persistent distance-bounding protocols tailored for
mobile scenarios, emphasizing consistent and secure
evaluation even in noisy or adversarial environments.
Recent studies also spotlight lightweight models, such
as MobileNetV1+GRU architectures for ECG authen-
tication, which offer strong performance under noise
and real-world conditions while maintaining minimal
computational overhead—critical for resource-limited
devices [15]. Khalil et al. (2024) proposed a cross-layer
RF distance-bounding scheme for ubiquitous comput-
ing systems, effectively mitigating relay attacks with
low energy consumption by integrating physical-layer
properties with protocol-layer security [1]. Debant et
al. (2023) conducted a formal analysis of distance-
bounding protocols under an active adversary model,
identifying vulnerabilities in designs reliant on short
nonces and underscoring the importance of a robust
challenge-response design [16].

This work bridges the gap between high-accuracy
biometrics and lightweight, proximity-verified secu-
rity. Our primary contribution is the novel integration
of the high-performance VGG16 deep learning model
with the resource-efficient ACIMD distance-bounding
protocol. This integration creates a holistic authentica-
tion scheme that leverages the unique features of ECG
signals for accurate user identification while inherently
verifying user proximity. The proposed system is rig-
orously evaluated using comprehensive performance
metrics (accuracy, precision, recall, F1-score, ROC-
AUC, and response time), along with a new analysis of
reliability under noise, demonstrating its applicability
for secure remote telemetry systems.

The rest of this article is organized as follows. The
related works are reviewed in Section 1 (Introduction),
where prior studies on ECG-based authentication, dis-
tance bounding protocols, and deep learning models
are discussed. In Section 2, the proposed integrated
framework (ACIMD-VGG16) is described in detail,
including dataset preprocessing, adaptation of the
VGG16 model for ECG signals, and the two-phase
authentication protocol combining biometric verifi-
cation and proximity verification. The details of the
experiments on the MIT-BIH Arrhythmia Database,
including performance metrics, optimization of signal
windowing, timing analysis, and reliability evaluation
under noise, are presented in Section 3 (Results and
Discussion). Finally, the study is concluded in Sec-
tion 4, where limitations and future work are also
outlined.

2 Materials and Methods

In this section, the materials and methods employed
to develop the proposed authentication framework are
described in detail. First, the MIT-BIH Arrhythmia
Database, used as the benchmark dataset, is intro-
duced along with the preprocessing steps including
Discrete Wavelet Transform (DWT) for noise reduc-
tion. Next, the adaptation of the VGG16 deep con-
volutional neural network for ECG-based biometric
verification is explained, focusing on the conversion
of one-dimensional ECG signals into two-dimensional
spectrograms. Subsequently, the integrated ACIMD-
VGG16 protocol is presented, which operates in two
sequential phases: biometric verification followed by
proximity verification. Finally, the evaluation metrics,
including accuracy, precision, recall, F1-score, ROC-
AUC, authentication time, and reliability assessment
under additive noise, are defined, and the implemen-
tation details are provided.

2.1 Materials and Methods

The MIT-BIH Arrhythmia Database (MITDB) [17]
was used for this research. This widely accepted bench-
mark contains 48 half-hour excerpts of two-lead am-
bulatory ECG recordings, sampled at 360 Hz. Using
data from subjects with arrhythmias provides robust
validation of the system’s performance under realistic
physiological variability.

For algorithm evaluation, the data was partitioned
into two distinct sets. A “valid” dataset, comprising
70% of the recordings, represented the authentic en-
rolled user. An “invalid” dataset, containing the re-
maining 30% of recordings from all other subjects in
the database, simulated impostor attempts. All signals
underwent preprocessing to remove baseline wander
and powerline interference. Subsequently, noise reduc-
tion and signal compaction were achieved using the
Discrete Wavelet Transform (DWT), chosen for its
computational efficiency and effectiveness with ECG
data [18].

2.2 VGG16 Adaptation for ECG Signal Pro-
cessing

The standard VGG16 architecture, designed for 2D
image classification, was adapted for this study. One-
dimensional ECG signals were converted into two-
dimensional time-frequency representations using the
Short-Time Fourier Transform (STFT) to generate
spectrograms. These spectrograms were then resized
to 224 x224 pixels to match the VGG16 input dimen-
sions. The original 1000-class output layer was re-
placed with a fully-connected layer containing 2 units
for binary classification (“valid” or “invalid” user), uti-
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lizing the SoftMax activation function. The modified
model was trained using a scaled conjugate gradient
descent optimizer over 100 epochs with a batch size of
64 [19]. Transfer learning was employed by initializing
the model with weights pre-trained on ImageNet.

2.3 The Proposed Integrated Framework:
ACIMD-VGG16

The proposed framework enhances the ACIMD pro-
tocol by integrating the VGG16 model as a robust
biometric verification front end. Our security analysis
assumes the Dolev—Yao adversarial model [20], where
the attacker controls the communication channel and
can eavesdrop, intercept, and inject messages. The
integrated protocol operates in two sequential phases:
Phase 1: Biometric Verification and Phase 2: Prox-
imity Verification & Final Decision. The process is
illustrated in Figure 2 and detailed in the steps below.

(1) Initialization & Wake-up: The Verifier (V)
broadcasts a wake-up signal containing its iden-
tifier (IDR).

(2) Transmitter Response: The Prover (P) re-
sponds with a message containing K, its iden-
tifier (IDI), and a timestamp marking the start
of its local ECG recording (¢s). This message is
concatenated as:

Response = K || IDI || t5.

Generally, session keys are used multiple times
in this protocol, so that the key can be defined
for a user permanently or daily. Assuming this,
each time there is a need to renew the session
key (including the first time), a key agreement
protocol is executed through the photobiomod-
ulation channel before confirming the authenti-
cation and checking the distance. This type of
channel requires a direct line of sight between
the transmitter and receiver, and the presence
of an unauthorized device is easily detectable
because the attacker must be in the vicinity. On
the other hand, in a highly security-intensive
approach in which session keys are used only
once, the session key is changed only after suc-
cessful distance verification. Here the sequence
of steps is the following: first, the authentica-
tion protocol is executed; second the distance is
confirmed; third (once the distance verification
is completed), the session key is updated [5].

(3) ECG Acquisition & Preprocessing (at P):
The Prover acquires the user’s raw ECG signal,
preprocesses it using DWT, and generates the
processed time-series sequence (3.

(4) Challenge from Verifier: The Verifier gener-
ates a fresh random nonce (Ng) and sends it to
the Prover.
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Response from Prover: The Prover gener-
ates its own random nonce (Ny). It then com-
putes an authentication token m by encrypt-
ing/concatenating the received challenge, its
nonce, its ID, and the ECG sequence with the
session key:

m = (NRvNIaIDIaﬁ)KS~

This token is sent back to the Verifier.

Phase 1: Biometric Verification via
VGG16 (at V): Upon receiving m and de-
crypting to obtain 3, the Verifier processes the
ECG sequence g (converted to a spectrogram)
through the trained VGG16 model. The model
outputs a classification label (Valid or Invalid)
and a confidence score. If the label is Invalid,
the protocol terminates with an authentication
failure (Decision = 0). Ounly if the label is Valid
does the protocol proceed to Phase 2.

Phase 2: Proximity Verification via
ACIMD (at V): For a user deemed Valid by
VGGI16, proximity is verified using the ACIMD
distance-bounding logic.

(a) The received signal 8 and the stored ref-
erence template 0 for the claimed identity
(IDI) are each divided into N consecutive
windows. This division facilitates the cal-
culation and evaluation of correlation co-
efficients between these windows to assess
the distance bounding. It is important to
note that ECG signals acquired from the
same individual may exhibit slight varia-
tions; however, a consistent pattern is ob-
servable in the ECG signals of a healthy
individual [21].

(b) Corresponding windows are quantized (us-
ing a dynamic quantizer with 28 levels) into
column matrices 8’ and ¢§’.

(¢) A similarity index S(8’,4") is calculated as
the average correlation coefficient between
all corresponding window pairs from 3’ and
0’ (see equations 1, 2, and 3). This index
S inversely relates to the physical distance
between P and V.
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The ECG signals of the prover and verifier are rep-
resented by X BCGY and X P CG(;), respectively. Thus,
the window values are quantized using a dynamic 28-
level quantizer to facilitate analysis and organized into
column matrices denoted as 3’ and §’. In the ACIMD
protocol, the value of the similarity index S indicates
the correlation between two signals; values closer to
+1 represent stronger similarity. Considering that this
index reflects the physical distance between the prover
and verifier, the constant « is defined to represent the
maximum permissible distance. The value of this con-
stant depends on the hardware and equipment used in
the proposed authentication system. In this research,
different values of a are investigated.

8) Final Authentication Decision: The final de-
cision is made by the function Auth (Equation 4),
which incorporates both the VGG16 result and the
proximity metric:

1 B eVGGI6, S <a
Auth(8,5) =<2 Be€VGG16, S>a (4)
0 B¢ VGGI16

where « is a predefined threshold representing the
maximum permissible correlation for acceptable dis-
tance. Output 1 grants full access, 2 indicates an au-
thorized user who is too far away, and 0 denotes an
unauthorized user. The distance threshold « defines
authorized distances to maximize the true acceptance
rate while minimizing the false acceptance rate. The
protocol employs a short-range, line-of-sight photo-
biomodulation channel for initial key exchange, miti-
gating eavesdropping [22, 23].

2.4 Performance and Reliability Evaluation
Metrics

To evaluate the performance of the proposed algo-
rithm, several metrics were examined. Accuracy is the
most common metric in machine learning (Eq. 5) [24].

TP+TN
TP+TN+FP+FN

(5)

Accuracy =

where,

e TP (True Positives): The cases where the
model correctly predicted the positive class.

e TN (True Negatives): The cases where the
model correctly predicted the negative class.

e FP (False Positives): The cases where the
model incorrectly predicted the positive class (it
was actually negative).

e FN (False Negatives): The cases where the
model incorrectly predicted the negative class (it
was actually positive).

Another important question is: “When the model
predicts 'Positive’, how often is it correct?” The pre-
cision metric is used to answer this question (Eq. 6).
High Precision means that when the model predicts
the positive class, you can trust it. It has a low rate
of false alarms [24].

TP

Precision = TP FP (6)
Recall, another strong metric, answers the question:
“Of all the actual positive instances, how many did
the model correctly find?” It focuses on the model’s
ability to identify all relevant cases. High Recall means
the model is good at capturing most of the positive
instances and misses very few. It has a low rate of

missed detections (Eq. 7) [25].

TP

Recall = TPLFN (7)
There is a balanced measure that tries to find a
happy medium between Precision and Recall (Eq. 8).
The harmonic mean is used instead of a simple average
because it discounts outliers. For example, an average
of 0.5 would apply to a model that has Precision=1.0
and Recall=0.0 (simple arithmetic mean = 0.5), but
F1-Score=0 by definition. This appropriately reflects
the model’s ineffectiveness. The score ranges from 0
(the poorest performance) to 1 (the best performance).
F1-Score is the measure of choice in situations with
imbalanced data sets, especially when there is no clear

preference over Precision or Recall [25].
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Figure 2. Flowchart of the proposed integrated ACIMD-VGG16 authentication protocol. The process is divided into two sequential
phases: Biometric Verification (VGG16) and Proximity Verification (ACIMD).

2 x TP
Fl- -
Score = S TP T FP L FN (8)

Most classification algorithms generate probabili-
ties (e.g., 0.85 chance of “Positive” or “Valid” classi-
fication). Different FPR and TPR values can be ob-
tained by changing the classification threshold from 0
to 1 (Eq. 9 and 10).

FP
FPR_}U%+TN )
TP
TPR = l=—— 1
R = Reca TP L FN (10)

Thus, a smaller threshold (e.g., 0.1) gives more

predictions as " Positive”, thus higher True Positive
Rate (TPR), but higher False Positive Rate (FPR)
too. Inversely, a higher threshold (> 0.9) estimates
fewer instances as “Positive,” which leads to the TPR
decreases and FPR also decreases. Joining all the
threshold points produces the ROC (Receiver Operat-
ing Characteristic) curve. Moreover, the AUC (Area
Under Curve) is an index that summarizes the ROC
curve into a single value representing overall classifier
performance (Eq. 11).

TPR;,+TPR;

AUC ~ Z ((FPRHl — FPR;) x

(3

2
(11)
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The AUC is the probability that a randomly chosen
positive example is ranked higher than a randomly
selected negative example by the classifier. The ROC-
AUC is a ratio, which can range between 0 and 1. The
closer the value to 1 (it is possible for it to be exactly
equal to one or negative) the better the classifier does.
It can be interpreted as the probability that, given
one randomly selected sample from each class, your
classifier will rank them in proportion according to
their trajectories [20].

Therefore, in this study, the system performance
was evaluated using standard classification metrics
calculated from the confusion matrix: Accuracy, Pre-
cision, Recall (Sensitivity), F1-Score, and the area
under the Receiver Operating Characteristic curve
(ROC-AUC). Total authentication time was measured
end-to-end. To address the reviewer’s concern regard-
ing reliability, we defined and evaluated it through
robustness to signal degradation. Realistic channel
conditions were simulated by adding Additive White
Gaussian Noise (AWGN) to the test ECG signals at
varying Signal-to-Noise Ratios (SNRs: 20 dB, 15 dB,
10 dB, 5 dB). System accuracy was measured at each
noise level for both the proposed (ACIMD+VGG16)
and baseline (ACIMD-only) systems. A more reliable
system should maintain higher accuracy as noise in-
creases.

2.5 Implementation Details

All algorithms were implemented in Python using
TensorFlow/Keras for the deep learning components.
Experiments were conducted on Google Colab Pro
with GPU acceleration (P100/T4) to handle the com-
putational load of training the VGG16 model.

To summarize, this section presented a comprehen-
sive methodology for integrating ECG-based biomet-
ric authentication with distance bounding verifica-
tion. The MIT-BIH Arrhythmia Database was prepro-
cessed using DWT to mitigate baseline wander and
powerline interference. The VGG16 model was fine-
tuned to classify ECG spectrograms as valid or invalid,
achieving strong feature extraction capabilities. The
proposed ACIMD-VGG16 protocol integrates this bio-
metric front-end with the ACIMD distance-bounding
logic, where the similarity index S is computed across
N optimized windows (N = 25) to determine phys-
ical proximity. Performance metrics were rigorously
defined, including a novel reliability assessment using
AWGN at varying SNR levels. All implementations
were carried out in Python using TensorFlow/Keras
on GPU-accelerated hardware. This methodological
framework provides the foundation for the experimen-
tal results and discussion presented in the next section.

3 Results and Discussion

This section presents the experimental results of the
proposed ACIMD-VGG16 authentication framework
and provides a comparative discussion against the
baseline ACIMD protocol. First, the performance of
the standalone fine-tuned VGG16 model is reported
in terms of training convergence and verification accu-
racy. Then, a comprehensive comparison between the
baseline and the proposed system is presented using
standard metrics including accuracy, precision, recall,
F1-score, and ROC-AUC. Subsequently, the optimiza-
tion of the signal windowing parameter NNV is analyzed
to balance correlation error and processing time. The
total authentication time and the effect of the distance
correlation threshold « on overall accuracy are also ex-
amined. Finally, a novel reliability analysis evaluates
the robustness of both systems under varying levels of
Additive White Gaussian Noise (AWGN), demonstrat-
ing the operational stability of the proposed approach
in noisy, real-world environments.

3.1 Performance of the Adapted VGG16
Model

The fine-tuned VGG16 model demonstrated a pow-
erful capacity to learn discriminative features from
ECG spectrograms. Training loss converged rapidly,
dropping below 0.1% after 10 epochs. On the hold-
out test set, the standalone VGG16 model achieved a
verification accuracy of 99.45%, establishing a strong
foundation for user identification (see Figure 3).

0.8

0.7

0.0

Figure 3. Loss Results During Training the VGG16 Model.

3.2 Comprehensive Performance of the Inte-
grated System

Table 1 presents a comparison between the baseline
ACIMD protocol and the proposed ACIMD+VGG16
system. The integrated system shows superior perfor-
mance across all standard metrics.

The high F1-Score and ROC-AUC of the proposed
system indicate an excellent balance between prevent-
ing false accepts (security) and false rejects (usability).
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Table 1. Performance Comparison of Authentication Systems.

Model ‘Accuracy‘Precision‘Recall‘Fl-Score‘ROC-AUC
ACIMD (Baseline) 97.82% 97.5% [98.0% | 97.7% 0.995
ACIMD + VGG16 (Proposed)| 99.45% 99.4% 199.5% | 99.45% 0.999

3.3 Optimization of the Signal Windowing
(Parameter N)

To optimize the distance-bounding calculation, the
impact of the window count N was analyzed. The goal
was to minimize the correlation error while keeping
processing time low. As shown in Figure 4 (Error %
vs. Time for different N), N = 25 was identified as
the optimal value, providing a correlation error of less
than 1% with an execution time of 0.0067 seconds.
This value was used for all subsequent analyses.

Optimization of Signal Windowing Parameter N
(Balance Between Correlation Error and Processing Time)

0.020

0.010

Correlation Error (%)
Execution Time (seconds;

°

0.000

Number of Windows (N)

Figure 4. Optimization of the signal windowing parameter
N. The plot shows the trade-off between correlation error (red
line, left axis) and execution time (blue dashed line, right axis)
for different numbers of windows. The optimal point at N = 25
provides less than 1% error with a processing time of 0.0067
seconds.

3.4 Overall Authentication Timing and Dis-
tance Threshold Analysis

The total authentication time for the integrated sys-
tem was 0.0437 seconds, compared to 0.0113 seconds
for the original ACIMD. This increase is attributed
to the computational overhead of the VGG16 feature
extraction but remains well below the 1-second thresh-
old for real-time interaction, making it suitable for
IMD applications.

The impact of the distance-correlation threshold
« on overall system accuracy was also evaluated. As
expected, a more lenient a (allowing a greater physi-
cal distance) marginally decreases accuracy for both
systems. However, as shown in Table 2, the proposed
system consistently outperforms the baseline across
all thresholds, showing an average accuracy gain of
1.63%.
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3.5 Evaluation of System Reliability (Robust-
ness to Noise)

Addressing the key point raised in review, we present
a new analysis of system reliability. Figure 5 and
Table 3 show authentication accuracy for both systems
under varying levels of additive noise. The proposed
ACIMD+VGG16 system exhibits a significantly more
gradual decline in performance as the SNR decreases.

At a high SNR (20 dB), both systems perform near
their optimal levels.

At moderate noise (10 dB), The baseline ACIMD
accuracy drops to ~ 92%, while the proposed system
maintains an accuracy above 97.5%.

At high noise (5 dB), The performance gap widens
further, with the proposed system showing a clear
advantage in robustness.

This demonstrates that the integrating of the deep
learning model not only improves accuracy under
ideal conditions but also enhances the reliability and
operational stability of the authentication system in
noisy, real-world environments—a critical requirement
for medical devices.

3.6 Discussion

The results confirm the efficacy of integrating a deep
learning-based biometric verifier with a lightweight
distance-bounding protocol. The VGG16 model suc-
cessfully addresses the identification challenge with
high precision, while the ACIMD protocol effectively
mitigates relay attacks. The ~ 4z increase in process-
ing time is a justifiable trade-off for the substantial
gains in accuracy (1.63% on average) and, importantly,
the demonstrated improvement in reliability under
noise.

The superior noise robustness of the proposed sys-
tem can be attributed to the feature extraction capa-
bilities of the deep CNN. Unlike the baseline ACIMD,
which relies on direct correlation of potentially noisy
signal windows, VGG16 learns hierarchical features
that are more invariant to additive noise, leading to
more stable decisions.

While the MIT-BIH database provides a strong
foundation, the presence of arrhythmias inherently
tests variability. The system’s high performance here
is promising. However, future work should include
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Table 2. Authentication Accuracy at Different Distance Thresholds («).

’ «a ‘ACIMD [6]|Proposed (ACIMD+VGG16)|Accuracy Gain

0.1 99.1% 99.8% +0.7%
0.2 98.5% 99.7% +1.2%
0.3 97.8% 99.5% +1.7%
0.4 96.2% 98.1% +1.9%
0.5 95.1% 97.0% +1.9%
Average| 97.34% 98.97% +1.63%

Table 3. Reliability Analysis - Accuracy under Noise.

’ SNR (dB) ‘ ACIMD (Baseline) Accuracy | Proposed System Accuracy

20 (Low Noise) 97.8% 99.4%
15 96.0% 98.8%
10 92.3% 97.6%
5 85.1% 93.5%

System Reliability Analysis: Robustness to Additive Noise
99.4%
100.0 88"

97.6% i

=@— ACIMD (Baseline)
82.5{ =i~ Proposed (ACIMD+VGG16)
Performance Gap

Authentication Accuracy (%)
8
>

6 8 10 12 14 16 18 20
Signal-to-Noise Ratio (SNR) [dB]

Performance Improvement of Proposed System

+5.3%

+2.8%
+1.6%

Accuracy Gain (%)

5dB 10dB 15 dB 20dB
Signal-to-Noise Ratio (SNR) [dB]

Figure 5. Reliability analysis: Authentication accuracy under varying noise conditions (SNR levels). The top plot compares the
accuracy degradation of the baseline ACIMD and the proposed ACIMD+VGG16 systems as noise increases. The bottom bar chart
quantifies the accuracy gain provided by the proposed system. The results demonstrate the superior robustness and reliability of
the integrated VGG16 model in noisy environments.

more diverse data (motion artifacts, different sensor seconds, this remains well within acceptable limits for
types) to further generalize these findings. real-time medical applications. Most importantly, the
proposed system demonstrated significantly superior
robustness to signal noise, maintaining an accuracy of
93.5% at SNR = 5 dB compared to 85.1% for the base-
line. These findings indicate that the ACIMD-VGG16
integration effectively addresses both user identifica-
tion and proximity verification, offering a comprehen-
sive security solution for implantable medical devices
and similar critical systems. The limitations of this
study and directions for future work are discussed in
the concluding section.

In summary, the experimental results confirm the
effectiveness of integrating the VGG16 deep learn-
ing model with the ACIMD distance-bounding proto-
col. The fine-tuned VGG16 alone achieved a verifica-
tion accuracy of 99.45%, and the fully integrated sys-
tem consistently outperformed the baseline ACIMD
across all evaluation metrics, with an overall accu-
racy of 99.45% compared to 97.82% (an average gain
of 1.63% across different distance thresholds). The
optimal number of windows was determined to be
N = 25, providing a correlation error below 1% with
a processing time of 0.0067 seconds. While the total
authentication time increased from 0.0113 to 0.0437




4 Conclusions

This study presented a novel integrated authentica-
tion framework for securing remote medical telemetry
systems, particularly Implantable Medical Devices
(IMDs). The framework combines the high biometric
accuracy of a fine-tuned VGG16 deep convolutional
neural network with the physical-layer security guar-
antees of the ACIMD distance-bounding protocol. By
processing ECG signals as spectrograms, VGG16 pro-
vides a robust front-end user verification. This deci-
sion gates the subsequent ACIMD proximity check,
creating a two-phase security barrier.

The proposed system was implemented and eval-
uated on the benchmark MIT-BIH Arrhythmia
Database. Key results demonstrate a significant im-
provement in overall authentication accuracy (99.45%
vs. 97.82%). Also, the results show an optimal bal-
ance between processing speed (0.0437 seconds) and
security enhancement. Moreover, new evidence of
improved system reliability demonstrates superior
resilience to signal noise compared to the baseline
protocol.

The main limitation of this work is its reliance on
a benchmark database; performance under extreme
real-world variability (e.g., intense motion artifacts)
remains to be tested on live data from wearable sen-
Sors.

Future work should focus on testing the system
on larger and noisier datasets from wearable ECG
monitors, exploring lightweight deep learning archi-
tectures such as MobileNet and SqueezeNet to further
reduce computational overhead for implementation
on implantable medical devices, conducting formal se-
curity verification of the integrated protocol against a
broader adversary model, and implementing and test-
ing the system in a controlled hardware-in-the-loop
or clinical simulation environment.

In conclusion, the ACIMD-VGG16 integration of-
fers a viable and comprehensive security solution that
addresses both the ”who” (biometric identification)
and "where” (physical proximity) questions crucial
for the safe operation of wireless IMDs and similar
critical systems.
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